IRAS II

(IPsec Remote Access Service II)
SERFAE<T=2TI

AT RS VRAEMR

MAan

KDDI #xl=t



IZLHIZ

IRAS II (IPsec Remote Access Service II) [&, 12—y MESLETICEY . BEHERR VLT
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F1E  IRASIRSFHRIEICDOLT
1. IRASI H—E R{RSFE&BIZDLVT
e IRASTIH—ERTIE, ZFIALZKISP IZHIRIESTWVER A,
e  KDDI THY=HILHY—E Rt 2—(TSC)® IRAST BEOIZH TR RSP EEITLLT
MDiEY IRAST H—E RRFXIGEBE IR ELGEYET, IP-VPN F NW H—E Xl
DT, BIDIBYIZKBREENITHONET,

([CHIR1A—)

‘' IGEERR -

| Hard Ware Client

| L—=EE)
- e » : —»
IP-VPN {ESPHEGEEE | IRAS RSP | ISPIRSTEEE . HSEHECIEN
e KDDITSCIRASIiEYEZEAOTIE. & ISP H—ERDEHIRRERAEIT HLIETEE

Ao
o H—ERRFL, REFBOME®L log MBZESEKBSE TWEESEENHYET
A MERBDOSTICEEREENEIRENHYET .

2. N—FOIT7IFAT7VrDORFRIEIZDOLT
e KDDI TSC IRASTIZAOTIX, N—FYI9T7 U547 MNERER)DRTFFROES
YR FETEEE A BERI B S TOEKIKELYY 2 TEER =D T8
RUB—HRIZEBUY DT RFREE NI EITBYET  RELYREOHDH
EICTEERICEHRBIBEZ BBV LET,
e KDDI TSC IRASTIZEOTIE., BHENB(RE LV ELLLEE )R HRAGEREE
(FATEE T A ABEEMICDOLTOHR—MMIDWTIE, THIETEEE A

3. DIV ITE(R
IRASTI N—FOx7 9547V hELTRIRAT HIL—2DEHMHER T EE. WODDFEMN
HYET, KERIZBLTIX, I<vURS5 12 (console) oD A EFEZERBALV-LET,
® PCORAE
¥ RS232C L7 IHKR—hEEHLI-PCEZRELET,
¥ EED/—bk PC [ RS232C ;R—hHOVELIAHYET , USB 7R—rRS232C
R—rAEHT 57 —TILHTRENTEYETOTITAETELY,
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o  EMHT—TILIE COMAR—IELTPCICREBINET , (EEFSA/N\HRE
TY,)

=D IILDEBNTELRNG S, telnet ETODEEEHEELLV-LET,

PC [ZR—ZF LY TR NA18—2—=ZF)L(Windows 1Z2#E)/teraterm(7')—/7k)

)M RR—=ILLTLEEELY,

AEHTIX teraterm ZFALTLET,

PC £ USB®RS232C Z#tr—J LA COM R—hELTEEINFEFT A, ZTFH

PC OIRBICKYFZ—IFILYTIDRBETELL COM R—bBEBLEHHEENH

DFET, TORRIE. A—IFILVILDBREELEEN-ZERHAIREE T 50, 75

Stz COM R—bDEIBZERNABELNHYFET  AMEXICLD PC ~D

FEIBERERLLGYFET,

PC &I —A2 DS

IL—RLEIRESNTWDERERT—TILGEE KB)D RI45 13—Jx—RfAlF
JL—ARBID console EXRFEBDHBHHR—E~, RS232C 12 2—TJx—RfAllE PC D
RS232C R—MHEHELET
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1. [ BEEER )
BEHEN L—FERESNDRICHABHEREREV I I EITRYFE T, ERF R THE
A TELGVMGEER . LTORTOREANZEZLONET,

o AVA—FYMERIRE
> AVA—XUMER(RR) DT HE
> =B ITFATIA—ILERERR TR
o N—FIITIFATULRIL—FETE
> TFATIA—ILEREDRELEL
GW 7RL R s EREL
Suffix(Group Key)fE:ELY

Preshared-Key % & E:Z LY

YV V Y VY

BHR7HhIUNA—T R NRD—F)DEREREN EE

2. [ #ERAE )
BIREEREVLECENIC, 7—T )L 0EGRA#IR(L—2%° Hub F)DERIKE S TIKE
FECHRETIV, EBHEGENSNTULALEET ., BIRRICTHERUL==KESEEEL=L
T3, T REEDRDAICH AT HaTURIIEFEE—F (enable) THIFNIEA B TELL
MEHYET D THEE—FELTRMAEL TS,
o ALA—FYMNERREDRAE
> AVEA—3INERIRE) DA E
¥ |IRASIZ#ZFALEKETISPIZHIRIZSETWLEETAN. Proxy H—/\#2HT
EEIND ISP OZFAIEZTEEH AL
[ a9 RSAUED A 23—y NKRERERR
T7AT 24— ILBEE(T VR ARIZELT ping(icmp echol/echo reply) D Bf @ %
FERLTLWEWNMESIFX. BELTUWEELEEAHYET,)
console MHIL—ARIZAT AV LET, AT AV B UTOAIUREA AT,

AV B—RIRANDHE AL EHA3—TT—ADYBHTIEIREZHERLET .

“show interfaces fastethernet 4”

AV B—FICADHALLELEMBA L Z—TT—ADIKEFER



M Tera Term — COM1 VT (=[O

File Edit Setup Control Window Help : 7 s/ F‘ l jJ fﬁ ;x a) ﬁ ':

Routerfshow_interface fasiEthernet 0 |
FastEthefnetl 1s up, Tine protocol s up

Hardwa S z .eacc (bia 0012.d962.eacc) T -

Description: SES_WAMESFW_OUTSIDES U P/U P &fd‘o —C L\ % - &ém

WTU 1500 bytes, BW 100000 Kbit, DLV 100 usec,
reliabi ity 2667268, txload 1/255, rxload 17255 5

Encapsulation ARPA, loopback not set EEL*TO

Keepalive set (10 szec)

Ful l-duplex, 100Mb/s, 100BassTH/FK

ARP twpe: ARPA, ARP Timeout D4:00:00 E@‘i PPPOE *um a)i%é

Last input 1diBh, outpul 00:00:00, output hang never
Last clearing of “show interface” counters never

Input queue: 0/75/0/0 (size/max/drops/f lushes); Total output drops: 0 = S
lueveing strategy: fifo wi:ﬂwﬁ IP 7|~I/Z1EIHE$E
Output queue: 0740 (sizef’m}a’_x) v N
5 minute input rate 0 bits/sec, 0 packets/sec >
B minute output rate 0 bitsfsec, 0 packets/sec b\&uiﬁhb§; IP 7 l~ l/x
28658 packets input, TOB2446 bytes
Received 0 brosdcasts, 0 runts, D giants, 0 throttles =
0 input errors, 0 CRC, O frame, 0 overrun, 0 ignored %#EEEEEEL,*?O
0 wat chdog
0 input packets with dribble condition detected

I

X PPPoE #F|AALTW\515&
“show interfaces dialer **”

PPPoE #fiZzFIALTLSIGEDHAOD®REAN L 2—TJT—XHER

E.Tera Term — GOM1 VT M=
File Edit Setup Control Window Help

Fouterfishow interfaces dialer 0 ;' :7> F‘lj]&s IP 7|:|/Z7f)§

Dialerl is up, line protocol is up (spoofing)
Hardware is Unknown

G AT 3 g e Hﬂ"{%'@%flﬁé?ﬁ"&ﬁ?ﬂbi

Internet address is 218.222,182.163/32

reliability 2657255, txload 17255, rxload 1/288 -d-
Encapsulat ion PPP. loopback not sst o
Keepalive set (10 sec)
DTR iz pulsed for | seconds on reset
Interface is bound to Vi3
Last input never, output never, output hang never
Last clearing of "show interface” counters 1d0Bh
Input queue: 0/75/0/0 (size/max/drops/f lushes); Total output drops: 0
Bueueing strategyl weighted fair
Dutput queue: 0/1000/84/0 (size/max tatal/threshold/drops)
Conversations  0/0/18 (active/max active/max total)
Reserved Conversations 070 (allocated/max allocated)
fvailable Bandeidth 42 kilobiis/sec
5 minute input rate 0 bitsfsec, 0 packeis/sec
5 minute output rate 0 bits/sec, 0 packets/sec
23685 packets input, 6587219 bytes

[FHCT

A= UANERSNTOSR—MRENE
—TAV T REEREZELES

THof-15E.CGW EEFTOIL

Fk

“show ip route 0.0.0.0”

A B—=2INMUNDIL—T 42T DHER

W Tera Term — COM1 VT (=[O
File Edit Setup Control Window Help
Last input 00:00:11, output never. output hang never - -~ > 2 -~ - N
Last clearirg of “show interface” counters 1d0Bh 2l JVJFAjJé\ ’r/a *‘J
Input queue: 0/75/0/0 (size/max/drops/f lushes); Total output drops: 0
Bueueing strategy: fifo
Output queuer 0740 (size/max) l"\?atx?éﬁw}b_b
§ minute input rate 0 bitsz’?ec, 0 Packelsf?ec
8 minute output rate 0 bitsrsec, 0 packets/sec =
23848 packels input, 8536364 bytes, U no buffer MHdEEZERLET, =
Recelved [ broadcasts, 0 runts, 0 giants, 0 throttles n ° =
0 input errors. 0 GREG, 0 frame, 0 overrun, 0 ignored, 0 abort
15967 packels output, BB1109 bytes, 0 underruns -~ —
0 output errors, 0 collisions, 0 interface ressts EELTL‘% II:H jJ 4/9 7
0 output buffer failures, 0 output buffers swapped out
Il H ' HH

uterfishow ip route 0.0.0.0 I—Zéﬁb‘fb‘é:&’ém

outing entry for 0.0.0.0/0, supernet
Known via “static”, distance 2, metric 0 {connected), candidate default pat

Rout ing Descriptor Blocks: Egbi-d-o

# direct ly connected, wia Dialerl
Route metric is 0, traffic share count is 1 j

Fouterill

RIZAB—2 b EEDBIENAYICAEELELE>TLADNEFEZELET,

* k k% k0

“ping *.



’f”/’;" *‘JFJ:&G)JE1=_ITG)EEEIL\

M Tera Term - COM1 VT M= B . o
File Edit Setup Control Window Help Plng “IP 7F l/x”élj] L*
Interface is bound to DI0 {Encapsulation PFF) |

Last input 00:00:02, output never. output hang never H - K S
Last clearing of “show interface” counters 1d06h -d-o plng "FS = -d-é IP 7|~l/
Input queue: 0/75/0/0 (sizesmax/drops/f lushes); Total output droes: 0
Hueueing strategy: fifo

Output queue: 0/40 {size/max) Zélj]-l:éll\o
§ minute inPut rate 0 bitsfsec, 0 packets/sec
5 minute output rate 0 bitsfsec, 0 packets/sec

-_— N =
23800 packels input, S534356 bytes, 0 no buffer FEREIZIEENHIELZHEEL
Received 0 broadeasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
15930 packets output, B59511 buvtes, 0 underruns

0 output errors, 0 collisions, 0 interface resets i a o
0 output buffer failures, 0 output buffers swapped out

ECE TR ARA GW EEIX ping IGELFEHE

Type escape sequence to abort

'.‘S?lﬁl:ng 5 100-bate ICHF Echos to 210.198.5.183, &ineout is 2 seconds: A;@'GEI]? F‘I/Zéﬁﬁ&[,
TLE&LY,

Succes;Irate is 100 percent (5/8), round-trip minfave/max = 4/5/8 ns j
oy -

[ 82— VMNERRKENEE TGN >1=15E]

AR ECORRETOLBRERGRETIGA>EE TN TNOEBEZHREL
TSy,

“show interfaces fastethernet 4’A% UP/UP &> TV S-S

e “administratively down’D &R FIELI=IHE - - -FR—bHY shutdown HKEET
¥, BREE—FIZFHITL no shutdown’a< U RE A AL THREFEL TS,

e “FastEthernet4 is up, line protocol is down’DIF&E - - - —T L F B %t [
HEDR—IFBR/BEEDR—FRBEDOAREMENHYET . BELEZEFDE
E(EEEL TS,

“show interfaces dialer *** T7RLAMFTESINTLVEWNGE
e PPPoE O ID/Password M\EZE>TUL\SRIEEMENHYET,

X EEIPT7FLADEZZSN TSI E(E, PPPOE I IKEZHR T HIME
NHEAUTOIATUNEAALET,

“show pppoe session”

@ Tera Term - GOM1 VT [_ o]
Eile Edit Setup Cantrol Window Help

e | PPPOE v a &z RERR
P AEETY . UP &42oTLMRLY
paser 154 . PPPoE E&ICRAREM
pater ﬁ;éﬁl‘ﬁﬁﬁbfﬁwi?o (B

Routerfshow ppros session

1 client session /Eﬁirﬂﬁ L"'&ﬁ'i})

Unig ID PPPoE  RemMAC Fort VT WA State
SID LocMAC Wh-st
Nf& 8181 0008.206b.201c Fad Din Vi3 i
0012.d962. eace up

Eoert J
Rauter)
Fouterd
Routerd
Routerd
Router]
Fouterill -




>

“show ip route 0.0.0.0"T"% Network not in table” &% o1=154

o MELTWAHEANAE—TI—ANSNNT YRR EESNDZESIIIN—T125
T—TINEANTILEELHYET,

“ping *.***" 100% loss &HEo1=1HE
e NextHop ELTHELTWATZRLAANDBHEEN TEHENATRESENHYET,

o TFATIA—IV(TIERARET ping DEENHERSN TULVELVATREE
NHYET,

o AUA—FYMERE IRAST EEAIL—FDNFIEEDS S . HOKRER DR
EEHRTODLEREAHYEYS,

=B ITF7AT IA—ILEEDRE /T RE

IRAS I ##t 5 EH T 5 L TIL—F0T7AT I+—IVIEE DR T oEFINATL
558 . HETOFIILOBEREZHER T ILEMENHYET . ENATIRET T
ESP /Ny yb BB S HALEMNHYET  L—F0T7AT7 04— ILIZTLUTD
TOrLBEEMNF A S TSI EERERL TS,

[ LAN = WAN A ]
FRLZR :
Src=/\—FIxT7 9547 WAN I7RLR
Dst=“GW 7KL R”
ForajiR—k:
UDP Src Port: "3 Dst Port:500
UDP Src Port: 3 Dst Port :4500
ESP /345 yk
3% ESP &I, "Encapsulation Security Payload” &B& T IPsec [CKBIES
feEhf=\rybERLET,

[ WAN = LAN A ]

FRLZR :

Src=GW 7KL X

Dst=/\—F2x7 9547 c WAN I7FL X
FokajLiR—k:

UDP Src Port:500 Dst Port: " 5E

UDP Src Port:4500  Dst Port : A3
ESP /34y



IN—FYOTT7HS5AT7UMRIL—2BEDRE

A2 3= MERHREEHERRR . HEBUIKREICRIEA B o=

SE.IN—FDOIT IS

AT URELTRIRT DI —FREDRENEZONFTT IRAST EDHEHEIH T
[X. KDDI &YEENT 5. BEREADFEREMEVGCRE T HEHIZ, IRAS T i
FAORRFETO LD TV DBEBEERTILEENHYET .

> DFPATIA—IL(TIERIL—IL)REDEEL

EEOTIERIL—ILZERNBEUTDFIECTHERITHENTEET,

“show running-config interface XXX **"(XXX **[Z[& LAN {8l/WAN @l 1 42—

—RABEAALET,)

E Tera Term - GOM1 VT
File Edit Setup Control Window Help

M= E3

Routerfshow running-confiz interface dialer 0
Building configuration...

[Iiurrent conf iguration @ 564 bytes

interface Dialerd
description $FI_OUTSIDES
| iated

io adde Ly 3

| TS ;g;ﬁa- roup 101 i )
no ip redirects

no ip unreachables

no ip proxy-arp

ip mtu 1452

ip nat outside

ip inspect DEFALLTION out

ip virtual-reassenbly

encapsulation prp

ip route-cache flow

dialer pool 1

dialer-group 1

no cdp enable

prp authent ication chap pap callin

|
=

AR YEEAABLL, Zip
access-groupxx” @ i & A
HEINERERELET,

infout DA REENHYFEY
NEABEIEE. ThTht
HERELET,

XAMEHEH=in YZAE—TT—RIZASTLE/ VM IxtdBIL—IL

M AR =outYZA L A—T—ANSH TN YRR T 5IL—)L

RIZIL—ILDFMEHEDRLET,

“show ip access-list XX”

E Tera Term - GOM1 VT [_ [ x]
File Edit Setup Control Window Help
Routerfshow ip acce ;I

Routerfshow ip access-lists 101
Extended IP access list 101

W oernit yde bo=t B1 200 247 13 sovw =g

20 permit udp host B1.200.247.13 anv eq nonb00-i=zakmp

30 permit ude host 61.200.247.12 any eq isakmp (105 matches)

LLLLLL

Bl permit udp host 10.0.56.1 eq domain any

70 permit ude host 210.196.3.183 eq domain any (24 matches)
80 denw ip 10.0.56.0 0.0.0.255 any

90 permit icmp any any echo-reply (B0 matches)
100 permit icnp any any time-excesded

110 permit icmp any any unreachable

120 deny ip 10.0.0.0 0,255.255.256 any

130 denv ip 172.16.0.0 0.15.288.255 any

140 denv ip 192.168.0.0 0.0.255.255 anv

180 deny ip 127.0.0.0 0.255.265.256 any

160 deny ip host 255.285.255.255 any

170 deny ip host 0.0.0.0 any

180_deny ip any any (20923 matches)

Routerfll

=

aARVRADERTIER)RXE
DEEANRERREIAET,
IRAS I i CHEAINZTS
OrILOBENERENT
WA EERERBL TS,

TIONINOURNS 4904 IND RS D40 IS THBNERSN TS LEHE



LTS,
G AWM N P ES)|

LAN IS EESN, WANANEHENDST09 0128 HIL—ILEREYET , LAN
A4 32— —ZD in DJL—)L/WAN A2 2—Tx—AD out DJL—)LEFERL
EX I

[LAN 128 —D1—ATRIET H/\ 7y DEFT]

DIpED IRAST THE I DR END/N TN ZETIREENHYFT
[WAN 42 2—0 11— A TEIET S/ v DEFH]

D13<EL IRAS TR A D IPsec BAE/N 7 INEEET AR ERNHYFET
CEZAGMIN PR O)|

WAN EIMB5EFFEL ., LAN NEHEINS S 709 9(12x49 B IL—ILERYET , LAN
422 —2Tx—A®D out D JL—JL/WAN 42 B2—Tx—AD in DIL—ILEFESEL
9,

[WAN /2 2—0 11— A TRIET S/ v DEF ]

DipdED IRAS T D IPsec BE/ N7 I ERETIRBEMEAHYETS,

[LAN 122 —D1—RATEET 5/ 7y D EFT]

DIgEL IRAST TR T VAT U ADIN T INERET AR EMNHYET
> IRAST #£#iE% E DA i

IRAST ZE2HMFICHELT DRABERNICEHRIN-RNBEZLAMNRIZEIZTON
=7 A0 MERIZEENDRONERERRUV=12<EHIZ, JL—45 LAN fI/WAN {1
ELS IRAS T # AR ENBERASN TSI LEHER T IDEMLNHYET .

FERITUREANT BCETREERERRT LN TEETS,

“show running-config | section crypto ipsec client ezvpn”

-10-



ATV RANE IRASTEGAOELRZEBARTNERRINE
T RET=aATILEEHLE THERRNICEH SN -ERAMHE
BOGRCEBHIN TR EEFRERL T,
FRASTOAETHOUMERICE BV EZRERLT
{f2&Ly,

“show running-config interface “4/>2—2Jx—X 4" | section crypto ipsec”

File Edit 3Setup Control Window Help

Routerd

Routerfishow running-confiz interface dialer 0 | section crvpto ipsec
crwpto ipsec client ezvpn iras_hw

Routerd

Routerd

Routerfishow running-confiz interface wlan 1 | section cryeto ipsec
crwpto ipsec client ezvprd insi

Routerd

Routerd

Router

Aav2FR(E. WAN fl/LAN fil1>2—2J—XIZ IRAS I $#%#5k
AOFRENEBASNA TSI EERTHENTEET,

LAN fllf>2—2x—XI[Z[ “inside” DBMNIATUFMNHRES
NTLOAIRERNHYET,

“show ip access-list iras_acl”

-11-



File Edit 3Setup Control Window Help

=] 13 i

Routerfshow ip access-lists iras_acl
Extended IF accesz |ist iras_acl
10 permit ip amy 10.0.0.0 0,255,255, 255
20 permit ip any 172.16.0.0 0.16,255,255

3Uﬂpermit ip any 192.188.0.0 0.0.255.265 (14 matches)
Byt et

Routeriil]

AaTUFIE, IRAS T [ZEHGESN DR RN T YD REMNITH
hETIRASTEATEETS7TFLAROHENEYIFT
HhTWAHEERLET

-12-



E3E  FARMBEROEEYYST
1. [ BEERA )
BEHRENCFIARRBRICRENTEGLVRELGS-HEE LTOFREENEZONET,
o AVA—FYMERIRE
> CHIRARICA U A—ryMMERRIBICEENFEEL-AIREM
> =BT FAT I —IILDEEORIRICI SR ERNDARENS
o N—KVITISATURIL—EHE
> JL—A77—L\(Cisco I0S)D/N\THIZLDFEESDAHEM
> IN—RiRfE
2. [ #2EHEK )

BIEFEREVVIZKETIS, 7 — T L OERAKSR(L—21° Hub F)DERKE SUTRKE
HEETHRTSV, EEGERASNTOSNEZET . BRICTHERNZ(EIBRELLEL
FI,

o AVA—IUMNERIIREDRE

> AVE—FIMERIRBEORESE

F2E 2ICRBOHA[ AT UITEEIUE—yMNREERER JZEETIY
B—RYMREEHER T HENTEET,

A B—2yMEFVREED SEEMIZ DN TIL, T2 ISP ACHEET &Y,
> =B TFATIA— LD [E

BETEOHE, TBMEEON—a Py T EEENFEEEDR N L
—B S ITFAT IA—INRTFAUE —~ER LYY S HEEEFERL TS,

o N—FY9ITF7HISATURRIL—EHBEDRE
AV 3—2YMNEGREBICRENEWNMGES . N—F Iz T7 9547 AL —ABES LV
I—EEDEGEEDHENEEINET , 7—T ILOEGEROERIRE. S TR
BEICHBENETNIEIUTEEEZZELMNEEREL TS,
> IL—A277—L(Cisco I0S)D/NTEIZLHFREA DT HaM
KDDI [ZT/\—Fx 79547 hEELTEELTLSIL—42(E, IRAS T 45 I1ZF8
DhAFEENRELLGNIEZRNRELTHRYET . BEHMNSH AL ON S8
[Z&oTIK VIR ITFFEENRAELTLSAIREERHYET,

-13-
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VIR AR E L SBEBETHRESNDIGEENHYFETDTIL—FER
? offlon ZE ML . BEEKRZERL TS0, (BiEB®R 5 nRERENTELL
SENHYET.)

N—REED R REAE

N—FHEDSL . R—FFEREFL ERICFALTWS T —TJILOEBREESEET
STETHRHESNDIGZEENHYFET A, L—2BEBEEBLTLEBESNGNGES,
REFART —ATER N ERBRMERMBL TS,

-

-14-



$4EF KDDIADIRAL—avilE

LRFTOHEREEMBLUI-FER. ISP i, ISP HERHIEF. T7AT7 VA—IL. . N—KIIT7 7
AT URRAIL—BTRTITEENHK R TELLVZE  KDDITSC IRASTIEZANTER TS
LV, KDDI TSC IRAST ZHA TIE, 12—y MEFIKIRE KU IRAS I TR E . 52 H/\—
FOLT7OSAT7 MBS Ton=ERAT AV NEET ) U T SETWEEERY,

BATAIUNDOET) VT RRIVEMZIRBE COKRREZHZEL- L TRERENATE
BMoti5E . IL—=3 log BB IEKERLEWN-LET,

. log BR#FIZDUVT

KDDI FAEZITO L TRELET S log ZRIFT HIEELIAR /RS UNLDEIGELFEL
THILITHYFET BFLVfEFL Tz log [ KDDI TSC IRAST ZAFTA—ILTIT &
=K EITRYET  log BTICIE B RREZE#LV-LET . (BMBREE)

e log MBAE

JL—A® Console R—MZJL—RERBESNTLVS console —T JLEIERIL =12
telnet MOEHRLVHEAILEEAHYET,

% console 7—7J JLEFI ALz log BFIZIX. RS-232C L) 7 ILIR— bW BEELRYET,

X OEEFEFTINTNS/—~FvThyTE PC TIE,RS-232C VY7 ILR—DFEL
BWEENHYET, TDIHE USBERS-232C R—rE#r—T )LEZHELV=1K
DBEABHYET,

¥ @% RS-232C T —TILIX, FSAN\DBNRBETT,
AEHTIX, teraterm ZFIFL console [ZT log G35 4% %R EH IV -LET,

> log tH N #EfiE

IW—BADOT A% BEE—RAFITL. console BIE EIZlogZH T HAEDHREE
TWET,

“configure terminal’& A AIL Enter Z#L . REE—F~ARTLET,

“logging console debugging”& A AL Enter 8L . cosnole EE _E~®D log i A% &l
LET . AAR exit’EA AL, BHEE—FHOIRITET,

-15-



File Edit Setup Control Window Help

IS[E B3

Routerf

Routerffconf izure terminal

Enter confizuration commands, one per |ine. End with CMTL/Z.
Router({confiz)flozzing console debuszing

Router{conf iz}

Router{conf ig)fexit

Routerd

n consol

005896 #*hov 28 11:20:22.103 PCTime: #5YS-5-CONFIG_I: Confizured from console by kddi o

RIZCUATFOARUREADLET,
“terminal length 0”

File Edit Setup Control Window Help

IS[E B3

Routerf

Routerffconf izure terminal

Enter confizuration commands, one per |ine. End with CMTL/Z.
Router({confiz)flozzing console debuszing

Router{conf iz}

Router{conf ig)fexit

Routerd

n console

Routerf

Routerffterminal lenzth 0
Router

Routerill

005896 #*Mov 28 11:20:22.103 PCTime: #5YS-5-CONFIG_I: Confizured from console by kddi o

H

OVURARBUTOEREZITL. telnet BIEHE AERETFANI7MILIZRELET,

Wl Tera Term — COM1 VT

File Edit Setup Control Window  Help
Mew connection..  Al+H
Log..
Send file.. . one per |ine.
Transfer p|le debuzging

Change directory...

End with

File=log Z:ZEiRL . B4
BRREITAINEEERLEK
#7UvILET,
XTHXART7MILTHET
223X 0BE . "t
7 log”"H E DHLRFZETFI
ATSL,



Tera Term: Log HE
2P INDIHFR T
() My =Bonks
o Wisual Studio 2006
S 71 AT
24 BT
EERIEERS
n Defaultrdp
FrA B0 | £ |
FrAWDAERTE  [an =l izl
ANFH
Dpticr
[ [~ Binary ¥ Append

BRETIIZPAIIVERETS
Filename: iraslog.log CERD LS L RY ML
Bytes transfered: I 5 EHY log MEKELLEY
EX 0

Pauge Help

CCETRETIDEL—EDLDHENERNTFRANT7AIVICHEFRESNET .
[IPsec E log DER#]

BMOTUTOIIURFEAALETS,

“debug crypto ipsec”

“debug crypto ipsec client ezvpn”

“debug crypto isakmp”

“clear crypto ipsec client ezvpn”

FAYUNEANTHILIZKY A= HIL—2LYRH>TEFT,

W Tera Term - COM1 VT M=
File  Edit Setup GControl Window Help

Routerl _I
Fouterficant i

Routerfconf izure terminal

Enter confizuration commands, one per |ine. End with CNTL/Z.
Routericonfizifloze
Router(config)flozzing conso
Routericonfizifflozzing console debuzzing
Router(canf igflexit

Routerf

Routerl

Routerdt

005398 #hlov 29 11:33:67.183 PCTime: 3SYS-5-CONFIGLI: Configured from console by kddi o
n consoleter

Routerfiterminal length 0

Routerdt

Routerl

Fouterfidebuz crypto ipsec

Crypio IPSEC debugzing is on

Routerd

Routerfidebug crypto ipsec client ezven
E2¥PN debugzing is on

Routerd

Fouterfidebuz crypto isakmp

Crypio ISAKMP debuzzing is on

Router! :I
Routerficlear crvpto ipsec client ezverll hd




IRAS T ~NE#E S DR D /N7 bHY LAN M5 IL—FAEELTLSIER ., LTDELS
[CEEEICTFRMREINENET, N7 YAEIFELTOEWNGER I, O RRLSNG
LM%, LAN £ PC M5 IRAS TR R ping 5 H LTS,

Tera Term — GOM1 VT [_ D] =]
File Edit Setup Control Window Help
7.13 ;I

0053152 #Nov 23 12:04:64.067 PCTime: EZYPN(iras_hw): ezvpn_reset

0059162 #hov 29 12:04:54.087 PCTime: EZVPNCiras_bw): Mo state change

Routerd

Routerf

0053172 #hov 29 12:05:22.863 PCTime: EZYPN: Checking Connect ACL

0053182 #hov 29 12:05:22.863 PCTime: EZV¥PN: Connect ACL trizzered iras_hw

0059192 #Nov 29 12:08:22.863 PCTime: EZYPN(iras hw): Current State: CONNECT REQUIRED
0059202 #Nov 29 12:05:22.863 PCTime: EZYPM(iras_hw): Event: CONMECT

005321z #hov 29 12:05:22.863 PCTime: EZVPNCiras_bw): ezvpr_connect_request

005922: #Nov 29 12:05:22.863 PCTime: EZYPN(iras_hw): Found walid peer 81.200.247.13
0059282 #Now 29 12:05:22.863 PCTime: EZVPN(iras_hw): Added PSK for address B1.200.247.1
3

O05324: #hov 23 12:06:22.863 PCTime: ISAKMP: Created a peer struct for 61.200.247.13, p
eer port GO0

0059252 #Nov 29 12:08:22.867 PCTime: Ez¥PN(iras hw): sleep jitter delay 1216

0059262 whov 29 12:06:24,083 PCTime: EZYPN: Static route change notify tableid 0. svent
DOWN, destination £1.200.247.13, zateway 0.0.0.0, interface Dialerd

005927: #Nov 23 12:08:24.083 PCTime: EZYPN{iras_hw): ¥PN Route Deleted £1.200.247.13 25
6.266.266. 265 wia 0.0.0.0,Dialerd in IP DEFALLT TABLE

O05328: #hov 23 12:06:24.083 PCTime: EZVPN: Static route change notify tableid 0. event
UP, dest ination B1.200.247.13, gateway 0.0.0.0, interface Dialer(

005929: #Nov 23 12:08:24.083 PCTime: EZYPN(iras_bw): VPW Route Added 61.200.247.13 265.
265,256,268 via 0.0.0.0,DialerD in IP DEFALLT T4BLE

0053300 #Nov 27.18. peer port 500 j
005934 whow 29 12:05:24.083 PCTime: ISAKMP: Locking peer struct 04 hd

INEBEMELUTOIATURE A DL TS,
“no debug all”
EmELOEAMNFLLET,

¥"no debug all’EANBRETFRANRRNLEESLZMES . HEIRICITURZA AL
FEKESBEELNLET,

Tera Term — GOM1 VT [_ D] =]

File Edit Setup Control Window Help

UP. destination 192.168.0.0, zateway 0.0.0.0, interface ¥irtual-fccessd ;I
006235: #Nov 23 12:05:24.859 PCTime: EZYPN(iras_hw): YPN Route Added 192.168.0.0 255.25
6.0.0 via Yirtual-Accessd in IP DEFALLT TABLE

006236: #Nov 29 12:05:24.853 PCTime: EZYPN(iras_hw): Disabling Connect ACL checking
0062972 #Nov 29 12:05:24.859 PCTime: EZYPN(iras_hw): Tumnel UP! Letting user know about

i

0062982 #Now 29 12:06:24.869 PCTime: EZYPN(iras_hw): Mew State: IPSEC_ACTIVE

006299: #Nov 23 12:08:25.799 PCTime: Ez¥PN{iras hw): No URL available to confizure
006300z #hov 29 12:05:25.879 PCTime: ISAKMP: set new node 1315960673 to OW_IDLE

O0B301: #Now 23 12:06:25.879 PCTime: ISAKMP:(200B):Sending NOTIFY CLIENT_UPDATE protoco
11

spi 0, meszsage 1D = 13168B0673

006302: #Nov 29 12:05:25.879 PCTime: ISANMP: (2006): sending packet to 61.200.247.13 my_
port 500 peer_port 500 (I} OM_IDLE
006303: #Nov 29 12:05:25.879 PCTime: ISAKMP:(2006):purging node 1315360673
006304z #Now 28 12:06:28.711 PCTime: 3LINK-3-UPDOWN: Interface Loopbackll, changed state
toup
Brtect

Fouteri

Fouterfno debug all

411 possible debuggzing has been turmed of f
b

0063062 #Nov 29 12:08:14.671 PCTime: ISAKMP:(2006):purging node -§13397125

0063072 #Nov 29 12:06:14.6393 PCTime: ISAKMP:(2006):purging node 550341305

0063082 #Nov 29 12:06:14.787 PCTime: ISAKMP:(2006):purging node - 1486664181

006309: #Nov 29 12:06:14.855 PCTime: ISAKMP:(2006):purzing node 290144778 j
Router i
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L—51E8ROMmE]
IW—EDEHREENTHAELUTOITUFEAALET,
“show crypto isakmp sa detail”

“show crypto ipsec sa detail”

“show tech-support”

ENENDIATURANR Enter EH T ZETTIFRRNI7AIUNHEASNEFT,

[

File Edit Setup Control Mindow Help
P
Routerd 1 ﬁljj L/s Enter Eljj
Routerd
Routerfno debug all P
Al Poﬁsible debugging has been turned of f
Doy
Routerfshow crvpto isakmplsa detail l

S Detect ion
E - Keepalives, W - NAT-traversal

# - IKE Extended Authenticat ion

psk - Preshared key, rsiz - R34 signature

renc - REA encryption
IPwd Crypto ISAKMP SA

C-id Local Remote I-YRF Status Encr Hash Auth DH Lifet
ime Cap.
2002 218.222.192.192 £1.200.247.13 ACTIVE 3des sha

C¥

Engine-id:Conn-id = 52

RD 14TAAL. Enter ’&)\a

IPvE Crypto ISAKMP 34

—

NOOLCT §
Fouterfshow crepto ipsec sa detailll I

Log H ABFIZRRSNT=)1

Fil z iraslog.|
rename rasieged YR ® close RAVED)y
Bytes transtered: 378794 HLE YT FrEELLET

Pauge Help

TEXARF Y TFrDEINTETLESL, LTOIATUREAALIL—E2NSA5FTORLT
{EEELY,

“exit”

IL—EANSAT T IORMNET LE=oNA/IA—2—3FI)LERTL. BELTWE=D7MILE
KDDITSC IRAST ZAKXYF OB T BHA—ILFTRLURIEIZTEM TSN,

-19-



AYZaT7IEENEDLEICDOETELTIE. M EERLFITTER TSI,

IRAS I (IPsec Remote Access Service II)
IN—FIDITISAT LB ERRAEBEY=2T7I)L OIS AVAERR

YERCH :2008 &£ 3 A 3 H % 1.0 ik
{ER#E :KDDI #x X &4t

% TRIZa7IDEEHEIIKDDIMRAESHICRELET . BN TEE. &3 5L
FEILFET, )
¥ ARZaATILORABRFHEZED=O. FELKEEITAHAREELHYET,
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